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Privacy and Data Protection Policy 

Heritage Trust Network (the Network) is committed to respecting your privacy. We need to keep 
certain information on our members, potential members, stakeholders, employees, volunteers, 
trustees and people and people and organisations we do business with or seek to influence, in order 
to carry out our day-to-day operations, to achieve our charitable objectives and to comply with legal 
obligations. The Network is committed to ensuring any personal data will be dealt with and marketing 
communications will be carried out in accordance with the law and the relevant regulations.  

The law and your rights 

What is the law? 

The holding and processing of personal data is governed by the Data Protection Act 2018 and the UK 
General Data Protection Regulation (UK GDPR).  The Privacy and Electronic Communications 
Regulations 2003 covers marketing communications.  

Most of what we do with your data is on the legal basis of ‘legitimate interests’. That is things that you 
might reasonably expect us to do as a heritage charity and membership organisation, in your interest 
and ours. However, much of the data we hold is about identified people and therefore falls under the 
definition of ‘personal data’. Therefore, those legitimate interests need to be balanced with, and may 
be overridden by, your own interests, rights and freedoms regarding privacy and use of personal data. 

What are your rights? 

You have the right to: 

• find out what personal data we hold about you 

• access your information 

• ask us to update and correct or delete any out-of-date or incorrect personal data that we 

hold about you 

• opt out of any electronic marketing communications that we may send you  

• make a complaint to us about our policies and practices and how we have used your data.  

To exercise any of the above rights please contact info@heritagetrustnetwork.org.uk 

You also have the right to lodge a complaint with the Information Commissioner’s Office. To do that 
please visit their website at ico.org.uk. 

Our principles 

We will ensure that personal data is 

• obtained fairly, lawfully and transparently and shall not processed* unless certain conditions 
are met 

• obtained for a specific and lawful purpose 

• adequate, relevant but not excessive 

• accurate and kept up to date 

• not held longer than necessary 

• processed in accordance with the rights of data subjects 

• subject to appropriate security measures 
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* ‘Processing’ means obtaining, using, holding, amending, disclosing, destroying and deleting personal 
data. This includes some paper based personal data as well as that kept on computer. 

Before personal information is collected, we will consider:  

• what the minimum amount of data that is needed to provide our services to an individual 

• how long we need the data for 

• security for that information and who has access to it 

• how the data will be processed  

We will keep regular contact with members and other people we work with to ensure information is 
up to date 

Special Category Data refers to data which is particularly sensitive, for example information on race 
and ethnicity or sexual orientation. Such data will not be used apart from for the exact purpose for 
which permission was given or for the fulfilment of legal obligations.   

We reserve the right to make the gathering and processing of personal data a condition of 
membership, admission to an event or the provision of services. This does not limit your rights as 
stated elsewhere in this policy but may mean that we have to withdraw certain services if we cannot 
process information about you.  

How we handle personal data 

What types of people do we hold information about? 

• Members – individual members, and individuals who are employees, trustees or volunteers in 

our organisation members 

• Potential members 

• People and organisations, we do business with, are seeking to do business with, or are 

seeking to influence 

• People who choose to subscribe to our newsletters  

• Employees and potential employees 

• Board members and potential board members of the Network 

• Volunteers and potential volunteers 

What types of information do we hold? 

Most of the data we hold is about organisations and the people within them and most of our 
communications are everyday business communications between organisations carried out in 
legitimate interest of both parties. Nevertheless, we recognise that much of the data we hold will fall 
under the legal definition of ‘personal data’. Personal data might include: 

• contact details (name, email, address and phone numbers)  

• details regarding your occupation and the organisation you work with 

• details of your experience/skills  

• research questionnaire results  

• bank account details  

• proof of student status 

• references from other heritage organisations  

• photographs 

• details of your engagement with the Network, such as attendance at events, emails, etc.  
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• photographs 

• online browsing activities, IP address (computer internet address) and approximate location (as 
determined by your IP address) in conjunction with Google Analytics. This is only data regarding 
your browsing activity on Network websites and is used to generate general statistics.  

The above seems like a long list but the principle we follow is that we only hold the minimum data we 
require to operate effectively.  

What do we do with your data? 

We use your data to: 

• provide information, support and services to you including promoting your organisation 

• manage service interactions with you 

• subscribe you to our mailing list and send you relevant information by e-mail 

• monitor and analyse how our members are interacting with us and how our services are 

being used 

• monitor and analyse the impact our members are having so that we can promote 

community-led heritage regeneration 

• promote the Network, our members and our messages to prospective members and other 

people we need to influence 

• analyse how our website is used, so that we can improve it and report anonymised visitor 

numbers and analysis. We use cookies on our website to collect information from visitors. We 

collect information on pages viewed. 

How do we protect your data? 

We are committed to keeping your data secure. We use secure systems for the gathering and transfer 
of data, and we store any data provided in secure computer systems that only authorised staff and 
volunteers have access to it, or on platforms operating on the internet ‘cloud’ whose security has 
been verified (such as Google Analytics, MailChimp, Salesforce).  

We also have a range of policies and procedures for our staff and volunteers, with ongoing training, to 
ensure your data is kept safe and only used in accordance with this policy. A minimal amount of 
information may be held on paper records securely locked in our office. Any unauthorised disclosure 
of personal data to a third party by an employee, volunteer or board member may result in 
disciplinary proceedings 

Who handles your data? 

Groups of people within the organisation who will process personal information are:  

• employees 

• trustees 

• volunteers  

• professional advisors and consultants These will have gone through a suitable appointment 
process which will include checks on their data policies and capacity to process data securely.  

• partner organisations with whom we have a data-sharing agreement. These will be other non-

profit organisations acting in the interests of our members. We will not sell your data or 

otherwise transfer data to commercial organisations without specific consent. 
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Who is responsible? 

Overall responsibility for personal data rests with the Board of Directors. 

The governing body delegates data privacy tasks to the Chief Executive. The Chief Executive is 
responsible for: 

• understanding and communicating obligations under the law and regulations 

• identifying potential problem areas or risks 

• encouraging training of staff and volunteers including Trustees 

• annually renewing latest guidance about data protection 

Reviewing and changing how we use data 

This Policy was last updated on 4th March 2021 

We regularly review our use of personal data to ensure that what we do continues to be fair, 
transparent, safe and legal. The Network sometimes change software or technologies, or how we 
work, and this may result in us changing what data we collect and/or how we use it. Whatever 
changes we make we will always operate according to the principles of this policy. 

Whenever any change is made to how we collect or use personal data we will update this Privacy 
Notice and any other relevant policies. 
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